Centegix Integration Guide

Integrating Newline Secure with Centegix CrisisAlert

This guide will walk you through integrating Newline Secure with Centegix
CrisisAlert using the Centegix IP Integrations feature.

Before proceeding with this guide, please ensure that you have followed the
Portal Sign-Up Guide in order to create your account!

Note: Only Newline Q Pro Series Panels are currently supported. For best
performance and stability, please ensure that your Q Pro is on firmware v1.0.75

or higher.

Step 1: Create a Device Group

e On the '‘Device’ tab, look for the ‘Groups’ sidebar and click the ‘+' icon

Group Account Mac Address Se Operation

o If you do not see the ‘Groups' sidebar, then you can click the ‘Groups’
button to open it.

e Type in a name for your group in the text box that appears, and click the ‘v’
icon
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Step 2: Register Your Devices

Note: Only Newline Q Pro Series Panels are currently supported. For best
performance and stability, please ensure that your Q Pro is on firmware v1.0.75

or higher.

There are three methods for registering your devices to a Newline Secure Device
Group:

e Single Device Registration via the Web Console
o Bulk Device Registration via the Web Console

e Registration via the Newline Secure Android Application on the Display

2.1 Register Your Device on the Newline Secure Web
Console

2.1.1 Single Device Registration (Method 1)

» On the 'Device' tab, navigate to and click the blue ‘Add’ button, then select
‘Add’

T

A
roup Account Sa Operation

[=] Lingro
[F1 AlertLog =1 Ungrouped

e Input the device's serial number and set a name for the device, then click
‘Next'

Centegix Integration Guide



Add Device

Device Name

Serial Number

Enter sn address

2.1.2 Bulk Device Registration (Method 2)

e Onthe '‘Device' tab, navigate to and click the blue ‘Add’ button, then select
‘Bulk Add’

Group:Newline HS - ireups £ Groups

Add
Device Name: Group Aceount Se Operation
A Dan

2 Ungrouped 11
2 Newline HS

& abet |

& Piere HS

& Mewtine HO

) Newline Warehai

o Download the import template using the provided link
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Bulk Add

0 Please download the link first

¥ Import Template

(2 Supports batch upload in Excel file format

(» Upload

Drop a Excel file here

o Enter your devices into the Excel table and save the import template to your
computer (.xlsx format)

Device Name Group Name Serial Number
RM 105 - Q Pro Pierre HS DFQ555Z2UA5082
RM 106 - Q Pro Pierre HS DFQ555Z2UA5083
RM 107 - Q Pro Pierre HS DFQ555Z2UA5084
RM 108 - Q Pro Pierre HS DFQ555Z2UA5085

o Select 'Upload’ or drag and drop the Excel file into the designated area, then
click the confirmation button to complete bulk-registration
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Bulk Add

@ Please download the link first

+ Import Template

(2] Supports batch upload in Excel file format

(¥ Upload

Drop a Excel file here

[& device_template_1730222948854 xlsx

2.2 Registration via the Newline Secure Android Application
(Method 3)

e Open the ‘Newline Secure' application on your display
e Tap ‘Account Binding’

e Login with your Newline Secure account information
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o Enter a device name for this display

Set Device Name

o Select at least one group for this display to be registered to
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Step 3: Customize Your Global Alert
Settings

e On the ‘Alert Settings' tab, you can customize the alert background image and
audio level for your Newline Secure alerts:
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G2 o Alert Settings

O Device
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i Alert Settings
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o Note: These settings automatically apply globally across all Newline
Secure groups and devices

Step 4: Create your Centegix Alerts

o Centegix provides a brief tutorial on how to create and edit alert types

https://www.youtube.com/watch?v=kvZUy_gjwR8&t

Note: Custom Audio & Images are not currently supported by Newline
Secure.

Step 5: Add the Newline Secure API
Connectors to the IP Integrations

Now that you have created an alert, we will need to use the APl Connectors
created by the Newline Secure Portal and setup the IP Integrations in the
Centegix CrisisAlert portal

Generate CAP ‘Alert’ Information from Newline Secure

To create a Centegix APl Connector to attach to a Centegix IP Integration, we
first need to generate the Common Alerting Protocol (CAP) endpoint information
for each Newline Secure group:

e Click the ‘CAP’' button in the device group list to generate CAP integration
information
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» Now you should see a window appear that contains the APl endpoint
information for your Newline Secure group. Keep this window open as we will
need to copy this information over to the Centegix CrisisAlert console.
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API Connector X

To configure API connector, you will need below information:

Security platform: |} centegix

api/apiHub/v1/cap/message

Webhook URL: https://secure.newline-interaclive-ilobal.coml
|

Username:

Password: .

Alert v

<?xml version="1.0" encoding="UTF-8"?> <aler
t xmins="urn:oasis:names:tc:emergency:cap:
1.2"> <identifier>><![CDATA{alert_id}]]></identi
Body: fier> <sender>Centegix</sender> <sent><![CD
ATA{alert_created_at}]]></sent> <status>Actu
al</status> <msgType>Alert</msgType> <sco
pe>Public</scope> <info> <category>Safety</
category> <event>Centegix Alert</event> <urg
ency>Immediate</urgency> <severity>Severe

Instructions :
You can quickly access the third-party platform via the link below.

singlewire: https://admin.icmobile.singlewire.com
Centegix:_https://web.centegix.com

o Ensure that ‘Security Platform’ is set to Centegix
o Ensure that ‘Body’ is set to Alert
» Inthe Centegix CrisisAlert dashboard, click the ‘Menu’ icon on the top right

e Then select ‘Admin Panel’
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e Once in the ‘Admin Panel’, navigate to and click on the 'IP Integrations’ option

on the left side.

@CENTEGIX

Users

Mot sasing 2 Usar? Ml narm hi

Show 1 3 enrk

» Next on the ‘Alert Integrations’ page, select '+ Add Integration’ in the top right
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@¢cENTEGIX

Alert Integrations

o This is the ‘New IP Integration’ screen where we will enter the Newline Secure

API Connectors information from earlier. We'll go over each dropdown
individually.

@ CENTEGIX

Mew IP Integration

bt il et ol i this e

Salien Euaet -

What e of fert should B8is ruke 2aiply 167

Selech Wert Type -

Wikt endcaint should e caliad]

Authesticztinn Scheme
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Wit Ly of et el b ek

Sabict ezian -

e Click on the ‘Select Event' dropdown, in this step we will be creating an ‘Open’,
so select ‘On Alert Open’
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Select hoTion-

o Next, we will select the type of alert to apply, here you will select an alert type
that you have created earlier

@©cEnTEGIX - :

e IP Integration A TI INTEERUTIONS
it et st srcnsll i gyt st

- Bt Evand.

alert shouki this

Sialf anrt
LOCKDOWHI Lasks, ghth ot of aight
EVACUATE!

SECURE! Betinside. Lock sutside coors
HOLD! s yeour room o area. Clear the hals
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DRLLLOCKDOMA Lacks, Lights, Out of Sight
Tast

- St fectian-

» Next is the ‘endpoint’, for this field we will copy the ‘Webhook URL' from the
Newline Secure portal
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API Connector X

To configure APl connector, you will need below information:

Security platform: centegix

Webhook URL: https://secure.newline-interactive-global.com/
api/apiHub/v1/cap/message,

[a}

Alert v

[a}

<?xml version="1.0" encoding="UTF-8"?> <aler
t xmins="urn:oasis:names:tc:emergency:cap:
1.2"> <identifier>><![CDATA{alert_id}|]></identi
Body: fier> <sender>Centegix</sender> <sent><![CD
ATA{alert_created_at}]]></sent> <status>Actu
al</status> <msgType>Alert</msgType> <sco
pe=>Public</scope> <info> <category>Safety</
category> <event>Centegix Alert</event> <urg
ency>Immediate</urgency> <severity>Severe

Instructions :
‘You can quickly access the third-party platform via the link below

singlewire: https://admin.icmobile.singlewire.com
Centegix: https://web.centegix.com

e And paste it into this field

(@©CENTEGIX

New [P Integration o o TN
Wikt adert event should irigger this el

- Btk Evert
bty airtsheubd this b sppy et

- Salloct Ao Tygss -

Wk endgaint shoukd becaied?

Wik ymeol action showld be imken?

- Belecthctian

 Now we will choose the ‘Authentication Scheme’, please select ‘Basic Auth’
from the dropdown
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(@ CENTEGIX

Mew IP Integration BACK TO TR
What alert swent should trigges this nule?

~selectEvent- -
What types o abert shoraddd this rebe appty la?

- Sebect At Type-

What ndpaint shauld be called?

futhimticatien Schime

o Nank
Basic fash
Bearer Token

o ——

o For '‘Basic Auth’, copy the username and password from the Newline Secure
portal and paste them in the appropriate fields in the Centegix CrisisAlert
console.

API Connector X

To configure API connector, you will need below information:

Security platform:  centegix v

[a}

Webhook URL: https://secure.newline-interactive-global.com/
api/apiHub/v1/cap/message,

=

Password:

Alert v~

[a}

<?xml version="1.0" encoding="UTF-8"?> <aler
t xmIns="urn:oasis:names:tc:emergency:cap:
1.2"> <identifier>><![CDATA{alert_id}]]></identi
Body: fier> <sender>Centegix</sender> <sent><![CD
ATA{alert_created_at}]]></sent> <status>Actu
al</status> <msgType>Alert</msgType> <sco
pe>Public</scope> <info> <category>Safety</
category> <event>Centegix Alert</event> <urg
ency>Immediate</urgency> <severity>Severe

Instructions :
‘You can quickly access the third-party platform via the link below

singlewire: https://admin.icmobile.singlewire.com

Centegix: https://web.centegix.com
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Edit Custom IF Integration BACK

What alert event should trigger this rule?

ar ~
What type of alert shauld this rule apply to?

Centeglx Newline Test o

What endpoint should be called?

+ ADD CUSTOM HEADER
[

B Fesponders Report
What type of action should be taken?

o Lastly, we will choose the action type, select ‘External POST Request’ from the
dropdown

@CENTEGIX ; :

New I Integration [P m——
bt st st sl g i bt

- Sl vt -
What iy of et sheud s e apply 17

- Stk Alert Type -

bt enlaintsheuld be a1

Autheesiicatinn Scheme

Mot

bty of i sl b it

Vserral GET Raguast
Intzmal POST Request

o After that, please select ‘XML’ as the object type and paste the Alert ‘Body’
from the Newline Secure Console into the appropriate field in the Centegix
console.

(Make sure that the XML body correctly shows the msgType ‘Alert’ as shown
below.)
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API Connector X

To configure API connector, you will need below information:

Security platform: | centegix

Webhook URL: https:/secure.newline-interactive-global.com/
api/apiHub/v1/cap/message

Usemame: o ©

Password: - o
al</status> <mngypelmngype> <sSco
pe>Public</scope> <info> <category>Safety</
category> <event>Centegix Alert</event> <urg

Body: ency>Immediate</urgency> <severity>Severe
</severity> <certainty>0Observeds</certainty> <
headline><![CDATA[{alerttype_name}]]></head
line> <description><![CDATA[{alerttype_interc
om_tts_message}]]></description> </info> </a
lert>

Instructions :
‘You can quickly access the third-party platform via the link below.
singlewire: https://admin.icmobile singlewire.com
Centegix: https://web.centegix.com
‘What \“nr]pn int should be called?
Authentication Scheme
Baslc Auth W  EDITAUTH

+ ADD CUSTOM HEADER

BOATE 2 PREVIEW CONTENT

« Finally, double check that you have entered everything correctly, then select
‘Create Integration’
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Mew IP Integration ALK TO I TEGRATI s

» Now that we have created an IP Integration for the ‘Alert’, we will have to
repeat the same steps for the ‘Clear’.

Generate CAP 'Clear’ Information from Newline
Secure

In order to create the ‘Clear’ we will be using the exact same steps that we used
for the ‘Alert’ with a couple of changes in the process.

e Click the ‘CAP’' button in the device group list to generate CAP integration

information
newline [ERINE [©] e
08 pa : £3 Groups x
Group:Newline HS "
O Device ‘
Device Name G[l}llp Account Mac Address Se 0[‘?'.‘1“0:‘

D
& ungrouped

LI Newline HS D -

& abet
1 Pisfre HS
O Newline HO

& Mewline Warehou.

 Now you should see a window appear that contains the APl endpoint
information for your Newline Secure group. Keep this window open as we will
need to copy this information over to the Centegix CrisisAlert console.
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API Connector X

To configure API connector, you will need below information:

Security platform:

Webhook URL: https://secure.newline-interactive-global.com/
api/apiHub/ﬂ/cap/messageh

Username:
Password:

Clear v

<?xml version="1.0" encoding="UTF-8"?> <aler
t xmins="urn:oasis:names:tc:emergency:cap:
1.2"> <identifier>><![CDATA{alert_id}]]></identi
Body: fier> <sender>Centegix</sender> <sent><![CD
ATA{alert_created_at}]]></sent> <status>Actu
al</status> <msgType>Clear</msgType> <sco
pe>Public</scope> <info> <category>Safety</
category> <event>Centegix Clear</event> <ur
gency>Immediate</urgency> <severity>Sever

Instructions :
You can quickly access the third-party platform via the link below

singlewire: https://admin.icmobile.singlewire.com
Centegix: https://web.centegix.com

o Ensure that ‘Security Platform’' is set to Centegix
o Ensure that ‘Body’ is set to Clear
» In the Centegix CrisisAlert dashboard, click the ‘Menu’ icon on the top right

e Then select ‘Admin Panel’
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e Once in the ‘Admin Panel’, navigate to and click on the 'IP Integrations’ option

on the left side.

@CENTEGIX

Users

Mot sasing 2 Usar? Ml narm hi

Show 1 3 enrk

» Next on the ‘Alert Integrations’ page, select '+ Add Integration’ in the top right
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@cEnTEGIX | ;

Alert Integrations

S W 3 s

o This is the ‘New IP Integration’ screen where we will enter the Newline Secure
API Connectors information from earlier.

@ CENTEGIX - =

New |P Intagration RACA T INTECRATIOHS
bt il et ol i this e

Salien Euaet -

What e of fert should B8is ruke 2aiply 167

Wit Ly of et el b ek

Sabict ezian -

e Click on the ‘Select Event' dropdown, in this step we will be creating a ‘Clear’,
so select ‘On Alert Close’
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@cENTEGIX - -

HNews IP Integration A TI INTEERATIONS

Wbt sl et ool i g this !

On A Dgn
On Aert pdate

L

Wihi endpaint should bu e

Authesticotion Seheme
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- Bt femian-

o Next, we will select the type of alert to apply, here you will select an alert type
that you have created.

@©cENTEGIX : .

e IP Integration A TI INTEERUTIONS
it et st srcnsll i gyt st

- Bt Evand.

Wi alert shouki this

Staf At
LOCKDOWHI Lasks, ghth ot of aight
EVACUATE!

SECURE! Betinside. Lock sutside coors
HOLD! s yeour room o area. Clear the hals
SHELTER| Hazard o eafoty stratngy,
DRLLLOCKDOMA Lacks, Lights, Out of Sight
Tast

- St fectian-

» Next is the ‘endpoint’, for this field we will copy the ‘Webhook URL' from the
Newline Secure portal
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API Connector X

To configure API connector, you will need below information:

Security platform:  centegix

[a}

Webhook URL: https://secure.newline-interactive-global.com/

api/apiHub/v1/cap/message NG
I

Username: — e

Password:

Clear v~

[}

<?xml version="1.0" encoding="UTF-8"?> <aler
t xmins="urn:0asis:names:tc:emergency:cap:
1.2"> <identifier>><!/[CDATA{alert_id}]]></identi
Body: fier> <sender>Centegix</sender> <sent><![CD
ATA{alert_created_at}]]></sent> <status>Actu
al</status> <msgType>Clear</msgType> <sco
pe>Public</scope> <info> <category>Safety</
category> <event>Centegix Clear</event> <ur
gency>Immediate</urgency> <severity>Sever

Instructions :
You can quickly access the third-party platform via the link below.

singlewire: https://admin.icmobile.singlewire.com
Centegix: https://web.centegix.com

e And paste it into this field

@ CENTEGIX

Mew IP Intepration saa 10z
Wiat et eveat should igger this nfe?

- Btk Evert
bt typwof wirtsheubd tais i spply to?

- Sallact Ao Tygss -

Wiken entipoint should becalied

Wyl 301N o be mkenT

~Selacthctian

 Now we will choose the ‘Authentication Scheme’, please select ‘Basic Auth’
from the dropdown
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(@ CENTEGIX

Mew IP Integration BACK TO TR
What alert swent should trigges this nule?

~selectEvent- -
What types o abert shoraddd this rebe appty la?

- Sebect Alrt Type -

What ndpaint shauld be called?

futhimticatien Schime

o Nank
Basic fash
Bearer Token

o ——

e For '‘Basic Auth’, copy the username and password from the Newline Secure
portal and paste them in the appropriate fields in the Centegix CrisisAlert
console.

API Connector X
To configure APl connector, you will need below information:

Security platform: centegix

Webhook URL: https://secure.newline-interactive-global.com/  ©

api/apiHub/v1/cap/message I NNNEGEEEN
|

Usemame: I ©

[a}

Password:

Clear ™

[}

<?xml version="1.0" encoding="UTF-8"?> <aler
t xmins="urn:oasis:names:tc:emergency:cap:
1.2"> <identifier>><![CDATA{alert_id}|]></identi
Body: fier> <sender>Centegix</sender> <sent><![CD
ATA{alert_created_at}]]></sent> <status>Actu
al</status> <msgType>Clear</msgType> <sco
pe>Public</scope> <info> <category>Safety</
category> <event>Centegix Clear</event> <ur
gency>lmmediate</urgency> <severity>Sever

Instructions :
You can quickly access the third-party platform via the link below.

singlewire: https:/admin.icmobile.singlewire.com

Centegix: https://web.centegix.com
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Edit Custom IP Integration

What alert evenit should trigger this rule?

i

O Aert Close

Whiat type of alert should this rule apply to!

L |

L3}

&

w  ChMCELEMT

o Next, we will choose the action type, select ‘External POST Request’' from the

dropdown
(@CENTEGIX : =
New IP Imegra:eon RACH TO INTEERATIONS.

What e of bert sheuld BB ke apply o7
- Bt et Tygee -

it encain should be caled 1

uthesstication Scheme

Mant:

bt e of st shireld b

\ekermal GET Rnguast

Intamal POST Request

Extamal GET Regumst (et Fequest]
Estarral FOST Baguest (Wab Recusst)

o After that, please select ‘XML’ as the object type and paste the Clear ‘Body’
from the Newline Secure Console into the appropriate field in the Centegix

console.
(Make sure that the XML body correctly shows the msgType ‘Clear’ as shown

below.)
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API Connector

To configure APl connector,

Security platform:

you will need below information:

Webhook URL: https://secure.newline-interactive-global.com/  ©
api/apiHub/v1/cap/message.
|
Username: - Q
Password: - =
<?xml version="1.0" encoding="UTF-8"?> <aler =
t xmIns="urn:oasis:names:tc:emergency:cap:
1.2"> <identifier>><![CDATA{alert_id}]|></identi
Body: fier> <sender>Centegix</sender> <sent><![CD

ATA{aIert_created_at}]l
al</status> <msgType

></sent> <status>Actu
/msgType> <sco

pe>Public</scope> <in

0> <category>Safety</

category> <event>Centegix Clear</event> <ur
gency>Immediate</urgency> <severity>Sever

Instructions :

You can quickly access the third-party platform via the link below

singlewire: https://admin.icmobile.singlewire.com

Centegix: https://web.centegix.com

‘What endpoint should be called?

Authentication Scheme

Basic Auth

* ADD CUSTOM HEADER

What type of actian shoul

Extemal POST Ry

What type of object should be pested?

What object shoutd be used for POSTY

hitps:socurc. novline interactive.glabal.camfapijapiMub/vl fcap/message)

BT ALTH

COATAalerttyy

UPDATE ALERT RULE PREVIEW CONTENT

« Finally, double check that you have entered everything correctly, then select

‘Create Integration’
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@cEnTEGIX

Congratulations!

You have now created new IP Integrations that will trigger an alert, and clear out of
existing alerts for a Newline Secure group of devices.

If you have any questions/issues with the Newline Secure Portal, please reach out
to Newline Technical Support and we'd be glad to help you out!

e Submit a ticket here!

e Give us a call at +1(833)-469-9520

If you have questions or need assistance with the Centegix Portal, please contact
Centegix Support by sending an email:

e support@centegix.com
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