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Guide Overview

The Newline Secure Configuration Guide provides instructions for configuring
Newline Secure and the Alertus Server to support a CAP integration where you can use
the Alertus CAP HTTP Post Alert Service to publish alert content on a Newline display
controlled by Newline Secure.

This guide is intended for Alertus customers. For more information or questions
regarding Newline Secure, or any other functionality or features covered in this
document, contact Alertus Technical Support at https://www.alertus.com/support.

Related Document(s)

Certain items mentioned in this guide may reference other processes, documents, sites,
and/or departments. Relevant links (as applicable) are listed below.

e No related documents at the time of publication.
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1. Overview

Newline Secure is a Common Alerting Protocol (CAP) integration software designed to
enhance emergency communication across digital signage networks.

2. Configuring Newline Secure

1. Use a computer on the same network to log in or create a Newline Secure
account by accessing the URL: https://secure.newline-interactive-global.com.

2.1 Add Device

1. Navigate to the Device section on the menu.
2. Atthe top of the page, click the Add button.

Figure 1: Newline Add Device Popup

Add Device

Device Name

Choose a name for the device.

Find the serial number (S/N) on the back of the device.
Enter it in the prompt.

Click the Next button when finished.

2 o
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Figure 2: Newline Add Device List

Add device

7. Choose groups to add the device to by checking the box next to the name.
8. Click the + button in the left corner to add a new group.
9. Click the Sure button when finished.

Figure 3: Devices Page
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10. The device table shows all the devices that have been added.

11. There is also a groups menu on the right that allows you to target specific
groups.

12.To open/close the groups menu, click the Groups button that is next to + Add
button.

2.2 View CAP Information

Figure 4: Groups Menu
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13.In the groups menu, select the CAP button next to the group you want to target.
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Figure 5: APl Connector

APl Connector

To configure AP| connector,  you will need bedow information:

Security platform:  centegix

Wabhook URL: hitps:. i global.com/
api/apiHub/vi/cap/message/ 1933218762103
527426/1933224722676637697

Usemame: SFBZZaew
Password: jabTvien

Clear ~

<#xml version="1.0" encoding="UTF-8"%> <aler &
txminss"wrn:oasis:names:

1.2 =identifier=<{COATA[[alert_id)]}=</identi
fier> <send g o
ATA|{alert_created_at}|}=</sent= <status=Actu

al</status> <msgType=Clear</msgType= <sco
pe=Public</scope= <info= <category=Safety</
category= <event=Cantegix Clear*feﬂ_le!b “ur

gency: gency= y

Instructions :
¥ous can guickly access the third-party piatfom v the link below

ire- hitps:(admin icmobile. s com

Centeqix._ hitps-iivweh cantegix com

14.This pulls up the API Connector menu.
15.Select ‘centegix’ as the Security Platform (there will be an ‘alertus’ option in the
future).

Note: This information will be used during the configuration on the Alertus server.

2.3 Alert Theme

1. Navigate to Alert Settings on the side menu.
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Figure 6: Alert Settings Page
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2. Choose a theme. This will apply to all displays.

3. Alertus Server Configuration

The configuration on the Alertus Server requires the creation of two Alert Services, one
to activate and the other to deactivate the CAP alert.

3.1 Activate Alert Service

1. Log in to the Alertus Console.

2. Using the Quick Nav Menu on the left-hand side of the Home Page, expand the
Configure System dropdown, and select Alert Services. You can also access
this page by using the Search bar at the top of the Home Page.
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Figure 7: Accessing the Alert Services Page
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3. Click the Alert Services menu link. The Configure Alert Services page opens.

Figure 8: Configure Alert Services Page

ALERTUS CONSOLE Q se

ceoEm

®= Configure Alert Services

j |
i ] The table below lists all defined Alert Services.

To ADD a new Alert Service, click the "Add Alert Service® button
To EDIT or DELETE an existing Alert Service click the corresponding button in the same row

Alert Services

Search:
Ih] Name “ Type Description Actions
72 DISASTER "] Alertus Desktop 222 sO0
18 linformative Alertus Desktop 00
Custom Event Trig =
23 "Training Updates |@ Syndication Feed (RSS/ATOM) Sends Qut & Training Alert OO0

T warg s0u@

4. Click the Add Alert Service button. The Add Alert Service page opens.
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Figure 9: Add Alert Service Page
() ALERTUS CONSOLE . : : 4 m& m

%2 Add Alert Service

|

are launched i conjunction with the akert. To ADD a new Alert Service, fil out the form below and dick "Add Ale Ser
& General

Service Type: O | Eﬁ AP HTTP Post -

Description: B

Alert Service Settings

AP URL: @
Upernama:

Passward: 0

Dabug: @ He
Event Override: &

Headline Override; 8

Codes: @

Sand CAP Cancet He

CAP Oueride XML §

5. Select CAP HTTP Post as the Service Type.
6. Enter a name and description for the alert service.

Figure 10: General Fields
(5 ALERTUS CONSOLE : : “ mam

Servies Type: 0 | m AP HTTP Post
Hame: O | Mewline CAS Ativate
Descrigtion; & ands a CAF alirt i the Newlins Intaractive Display in HE}

Alert Service Settings

CAP URL @ |.....‘ sscvre. nEwing-inbaraceie-giobal com apifapitusyy 1 o pdmessages 19332 10782 10352 7426193 32247 226766
Usarmame: & |

Passward: O | I

Debug: @ | Mo

Event Override: @

Headtine Override: 8

Codes: O

Send CAP Cancet 0 Mo

CAP Dueride XML &

Disabsle SSL Host Chock: O Yes

Timeout Millisecands: &

7. Use the Webhook URL username and password from the Newline CAP
information page as the CAP URL username and password.
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8. Enter a title for the alert in Headline Override.
9. Change Send CAP Cancel to No.
10.In the CAP Override XML, enter the following:

<?xml version="1.0" encoding="UTF-8"?><alert
xmins="urn:oasis:names:tc:emergency:cap:1.2">
<identifier><${alert.alertProfile.id}></identifier>
<sender>Alertus</sender> <sent><${alert.sentDate}></sent>
<status>Actual</status> <msgType>Alert</msgType>
<scope>Public</scope> <info> <category>Safety</category>
<event>Alertus Alert</event> <urgency>Immediate</urgency>
<severity>Severe</severity> <certainty>Observed</certainty>
<description><${alert.text}></description> </info></alert>

11. Click the Add button when finished.

3.2 Deactivate Alert Service

1. Add a second CAP HTTP Post Alert Service with a new name and description.

Figure 11: Alert Service Settings Fields

{5 ALERTUS CONSOLE

Mame: &

Deseription: O

Alert Service Settings

CAPURL D

CAP Gvarride XML @

Disable 5L Hast Chack: &

Timeout Milliseconds: @

2. Enter the same CAP URL, username, and password as before.
3. Disable CAP Cancel. For the CAP Override XML enter the following:
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<?xml version="1.0" encoding="UTF-8"?><alert
xmlns="urn:oasis:names:tc:emergency:cap:1.2">
<identifier><![CDATA[{alert_id}]]></identifier> <sender>Alertus</sender>
<sent><![CDATA[{alert_created_at}]]></sent> <status>Actual</status>
<msgType>Clear</msgType> <scope>Public</scope> <info>
<category>Safety</category> <event>Centegix Clear</event>
<urgency>Immediate</urgency> <severity>Severe</severity>
<certainty>Observed</certainty>
<description><![CDATA[{alerttype_intercom_tts_message}]]></description
> </info></alert>

4. Click the Add button when finished.
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